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MISSION

The mission of University of Maryland Global Campus is  
improving the lives of adult learners. We will accomplish this by 
operating as Maryland’s open university, serving working adults, 
military servicemen and servicewomen and their families, and 
veterans who reside in Maryland, across the United States,  
and around the world.

VISION

UMGC will be a global leader in adult education focusing on  
career-relevant programs that enable students to realize their 
professional aspirations.

VALUES

• Students First: These are the people who make our work possible.

• Accountability: We are each responsible for our overall success.

• Diversity: Each individual brings value to our efforts and results.

• Integrity: Our principles and standards are never compromised.

• Excellence: Quality is the hallmark of our work.

• Innovation: We advance so others can benefit from our leadership.

• Respect: The rights and feelings of others are always considered.

• People Always: Our faculty and staff represent our differentiator  
  and competitive advantage.



europe.umgc.edu/graduate i

Last year was rather an extraordinary year. We celebrated the 70th anniversary of University of Maryland 
University College (UMUC) in Europe. We then transitioned to the first year as the University of Maryland Global 
Campus (UMGC) in Europe. And like everyone else, we responded to the outbreak of the coronavirus, but as we 
have done throughout our more than 70-year history, we put you—the learner—at the center of everything we do. 
With staff and faculty in offices and classrooms at over 50 locations in Europe and the Middle East, we made 
our learning environment and our services as close to the face-to-face experience as possible. 

With countries in Europe and around the world continuing to grapple with the coronavirus, we begin the new 
academic year as we’ve ended the old: serving students in virtual offices and with our faculty continuing to 
teach students remotely in virtual classrooms. As we’ve done since our beginning in post-World War II Germany, 
we go where you go! Whether in Afghanistan or Iraq, forward deployed to eastern Europe or the Middle East, 
or now from the relative safety of your homes and offices, our mission has remained the same—to continue to 
innovate and adapt so that we remain side by side with you and be the epitome of an organization that serves 
those who serve.

With the safety and health of our students as top priorities, our focus this year is continuous improvement of the 
student experience regardless of the environment we find ourselves in. Whether in providing academic advising, 
attentive and effective teaching, or offering flexible class schedules and class formats, we will be responsive to 
your feedback as we seek to improve the overall student experience. 

As you pursue your educational goals, our Schools of Arts and Sciences, Business, and Cybersecurity and 
Information Technology offer you a range of degree options and certificate programs with a focus on providing 
you a meaningful and high-quality educational experience. With the option of taking on-site face-to-face and 
hybrid classes, or online classes through our stateside campus, and with credit earned for what you know and 
can do, our advisors and faculty can help you chart a path that meets your goals. 

We never forget that we are privileged to be on this journey with you.

Welcome to UMGC Europe

See the policy statement and 
additional policies in the index.

Accreditation
University of Maryland Global Campus is 
accredited by the Middle States Commission 
on Higher Education, 3624 Market Street, 
Philadelphia, PA 19104 (+1-267-284-5000),  
an institutional accrediting agency recognized  
by the U.S. Secretary of Education and the  
Council for Higher Education Accreditation.

UMGC is a constituent institution of the University 
System of Maryland and is governed by the USM 
Board of Regents. UMGC is certified to operate  
by the State Council of Higher Education for 
Virginia. UMGC at Quantico, Corporate Center,  
525 Corporate Drive #101, Stafford, VA 22554.

Colonel Tony K. Cho 
U.S. Army, Ret. 
Vice President and Director 
UMGC Europe

Dr. Andrew D. Boone  
Associate Vice President 
and Associate Dean 
UMGC Europe
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WELCOME TO UMGC

MADE FOR YOU
From its founding in 1947, University of Maryland Global 
Campus (UMGC) has had a single mission: to meet the 
educational needs of adult students like you—students who 
must balance study with the demands of work and family life.

Since then, the university has grown to be the largest public 
university in the nation, serving students throughout the 
state, the country, and the world. And although its name 
has changed more than once over the decades (from the 
College of Special and Continuation Studies to University 
College, from UMUC to UMGC), the university’s mission 
(stated on inside front cover) and focus on providing open 
access to high-quality educational programs and services—
eliminating the barriers that can keep you from achieving 
your educational goals—remains unchanged.

For information on UMGC’s mission, history, and values,  
visit umgc.edu/mission.

MILITARY PARTNERSHIPS
For more than 70 years, UMGC has proudly served the  
U.S. military through its educational partnership in Asia, 
Europe, and Stateside. More than a million servicemembers 
have taken UMGC courses.

This long relationship has made UMGC particularly sensitive 
to the needs of military students and prepared to handle 
details specific to military life, such as veterans benefits and 
the transfer of credit earned in military specialty schools. In 
July 2013, UMGC was awarded a U.S. Department of Defense 
contract to continue offering programs at its military sites 
across Europe. In 2015, the U.S. Department of Defense 
announced that it had extended UMGC’s privilege to serve the 
members of the U.S. military community in Asia.  

By proving that traditional standards of academic excellence 
can be maintained in nontraditional settings, UMGC has won 
the respect of the military community and established itself 
as an integral part of military life.

Currently, UMGC provides courses at more than 80 military 
installations throughout Africa, Asia, Central Asia, Europe, 
and the Middle East.

KEY ALLIANCES
Through key military alliances, UMGC is committed to 
helping servicemembers gain the most from their 
education.

G	 UMGC is a strong supporter of Community College  
of the Air Force programs. The GEM program allows  
Air Force students to quickly complete major 
requirements for CCAF degrees. Through the AU ABC 
program, UMGC enables CCAF degree holders to easily 
transfer credits toward a bachelor’s degree.

G	 GoArmyEd, an online system developed to help Army 
students move forward academically, is centered on 
the GoArmyEd portal. UMGC partners with GoArmyEd 
to make registration and other student services 
seamless for Army students.

G	 The Military Spouses Career Advancement Account 
(MyCAA) is a unique financial aid program for military 
spouses. UMGC provides advisors to assist students  
with applying and using MyCAA benefits.

G	 Starting this year, UMGC Europe offers programs 
approved for Army credentialing assistance (CA) 
funding. See p. 60 for more information about 
graduate-level options, and consult the UMGC Europe 
Undergraduate Catalog for details on approved 
undergraduate certificate programs and courses.
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CARRYING OUT THE 
MISSION

Students First
At UMGC, your success as a student is of paramount 
importance. The university seeks not only to help you 
fulfill your current education goals but also to create an 
educational partnership that will last throughout your life.

To that end, the university looks first for ways to ensure 
that you can easily access programs and services. 
Admission policies are designed to simplify the process 
(standardized tests are not generally required), allowing 
you to apply and register at the same time.

As a global university, UMGC makes it possible for you 
to take classes any time, any place, by offering a large 
selection of online programs—in addition to classes at 
sites throughout Maryland and the Washington, D.C., 
metropolitan area and at military sites all over the world. 
You can also access student services online and by 
phone, as well as on-site at many locations.

Convenience and flexibility are not the only issues, 
however. UMGC seeks to create a learning environment 
that is respectful of diverse backgrounds, inclusive, 
responsive, and relevant.

Recognizing that financial concerns are often the biggest 
obstacle to higher education, UMGC also strives to keep 
tuition costs low and provides numerous financial aid 
opportunities, including scholarships for military and 
community college students.

Excellence
A regionally accredited university, UMGC is dedicated to 
providing the highest quality programs and services  
and ensuring excellence in its online and on-site courses.

In providing these programs, UMGC relies on a renowned 
faculty of scholar-practitioners—teachers who bring  
real-world experience as well as advanced academic 
credentials to your courses—and the use of the latest 
technologies. UMGC also is able to provide you with a  
wealth of resources because of its place within the  
University System of Maryland.

The success of UMGC’s efforts is evident. UMGC has 
garnered awards from such notable organizations as the 
World Affairs Council, E-C Council, University Professional 
and Continuing Education Association, Online Learning 
Consortium, and Maryland Distance Learning Association.

Innovation
UMGC has always looked for new and better ways to serve 
students. Long before the online revolution, the university 
was delivering courses to students at distant locations, 
using any and all available technologies—from interactive 
television to voice mail. Today, you can access both 
courses and services online, using the university’s learning 
management system and MyUMGC, its online gateway to 
services and information. Through its Office of Academic 
Quality, UMGC leads the search for next-generation learning 
models and best practices for online learning.  

GRADUATE PROGRAMS
UMGC’s graduate programs prepare you for effective 
leadership and citizenship in a global environment 
characterized by workforce diversity, increasing 
competition, and technological innovation. Over the years, 
many of these programs have won awards for excellence.

UMGC strives for excellence in the quality of programs 
offered and innovative delivery formats. The curriculum 
provides discipline-specific knowledge with emphasis 
on leadership, communication, technology, globalization, 
diversity, systems thinking, critical thinking, information 
literacy, research competency, and ethical practices. 
UMGC challenges you to continuously demonstrate 
effective leadership as you apply what you study to your 
professions and your daily lives. 

Currently, nine graduate degree programs are offered  
in Europe: business administration, cloud computing 
architecture, cyber operations, cybersecurity management 
and policy, cybersecurity technology, digital forensics and 
cyber investigation, information technology, management 
(criminal justice management and homeland security 
management), and social work. Thirteen graduate 
certificates are also offered in Europe. The stateside 
campus offers additional graduate degree programs, 
including the Doctor of Business Administration (DBA).

WELCOME TO UMGC
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EDUCATIONAL 
RELATIONSHIPS
UMGC is dedicated to collaboration and cooperation with 
other educational institutions, both public and private, 
throughout the nation and the world. The university  
has established alliance agreements with more than  
70 community colleges across the United States, including 
all 16 Maryland community colleges.

The university also works to develop strong connections 
with local and national leaders in business and industry, 
government, and nonprofit organizations and is an 
important partner in the region’s economic development. 

UMGC values employers’ viewpoints and has developed 
customized programs for employers and organizations 
across the country. Consistent with its mission of bringing 
convenient and relevant learning opportunities to the 
workforce, UMGC has developed strong relationships with 
many prominent employers around the country, including 
Amazon, Booz Allen Hamilton, and GEICO.

Vertical Pathways
Vertical pathways between UMGC undergraduate and 
graduate programs allow students who completed their 
undergraduate degree at UMGC with majors in accounting, 
computer networks and cybersecurity, computer science, 
criminal justice, English, history, and social science, as well 
as those who have completed coursework in emergency 
management and homeland security, to reduce their total 
coursework for certain related graduate degrees. Details on 
each of these agreements are provided under the individual 
program descriptions.

Military Relationships
UMGC has established special relationships with a number 
of professional military education institutions:  
Air War College, Air University, Defense Acquisition 
University, Defense Information School, Naval War College, 
National Defense University Information Resources 
Management College (iCollege), and Marine Corps College 
of Distance Education and Training. In most of these 
educational relationships, you may complete coursework 
at the military institution as part of the Master of Science 
in Management or the Master of Science in Information 
Technology. More information on these educational 
relationships is available online at umgc.edu/military or by 
email at militaryportals@umgc.edu.

UMGC EUROPE OVERSEAS
UMGC was founded in 1947 as the College of Special 
and Continuation Studies, a branch of the University of 
Maryland’s College of Education in response to the  
needs of adult students who turned to higher education  
in search of brighter futures, better jobs, and more  
fulfilling lives. 

In 1949, UMGC became the first university to send faculty 
overseas to educate active-duty military personnel in 
Europe. What started off as a noble experiment, with 
seven professors in six cities in Germany, has turned into 
a globally-recognized, award-winning institution that 
includes graduates from all 50 U.S. states, the District of 
Columbia, and over 20 countries and territories worldwide. 
This deep-rooted tradition of serving the military in war 
and peace continues today. We are honored to celebrate 
more than 70 years of providing quality education to 
extraordinary students overseas.
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Master’s Degree Programs
You can earn one of the following cutting-edge master’s degrees offered by UMGC and its partner Salisbury University 
with courses offered on-site at locations throughout Europe and online.

Master of Business Administration (MBA) – p. 33

Master of Science in Cloud Computing Architecture (MS) – p. 34

Master of Science in Cyber Operations (MS) – p. 36

Master of Science in Cybersecurity Management and Policy (MS) – p. 38

Master of Science in Cybersecurity Technology (MS) – p. 40

Master of Science in Digital Forensics and Cyber Investigation (MS) – p. 42

Master of Science in Information Technology (MS) – p. 44

Specializations in:

	 G	 Database Systems Technology

	 G	 Homeland Security Management

	 G	 Informatics

	 G	 Information Assurance

	 G	 Project Management

	 G	 Software Engineering

	 G	 Systems Engineering

Master of Science in Management (MS) – p. 52

Specializations in:

G	 Criminal Justice Management

G	 Homeland Security Management

Master of Social Work (MSW) – p. 55

Offered by partner institution Salisbury University

Program Choices

A graduate certificate is a professional credential that represents the successful completion of graduate-level study  
in a specific area. The certificates are designed specifically for individuals who are updating current knowledge and  
skills, enhancing existing credentials, or working toward a master’s degree. Each certificate can typically be completed 
in one year. UMGC Europe offers 13 certificate programs:

G	 Homeland Security Management –  p. 63

G	 Informatics –  p. 64

G	 Information Assurance –  p. 64

G	 Project Management –  p. 65

G	 Software Engineering –  p. 65

G	 Systems Engineering –  p. 65

Graduate Certificates

G	 Cloud Computing and Networking –  p. 61

G	 Cyber Operations –  p. 61

G	 Cybersecurity Management and Policy –  p. 61

G	 Cybersecurity Technology –  p. 62

G	 Database Systems Technology –  p. 62

G	 Digital Forensics and Cyber Investigation –  p. 62

G	 Foundations of Information Technology –  p. 63
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Nonprogram Courses
Because UMGC graduate students often enter graduate 
study with academic backgrounds in very different fields 
and return to study after a gap of many years, UMGC 
offers a number of courses outside the usual required 
program courses that are designed to help you succeed 
in your graduate studies. Complete course descriptions 
are provided on pp. 69-83.

Required Introductory Course

For some master’s degree or graduate certificate 
programs, you must begin your studies with UMGC with 
UCSP 615 Orientation to Graduate Studies, which is to be 
taken within the first 6 credits. This noncredit course is 
designed to help you develop the skills and techniques 
you need to understand and manage the challenges 
involved in a graduate program and to familiarize you 
with research strategies and online library resources—
material that is critical for 21st-century professionals. 

For master’s degrees and graduate certificates that do 
not require UCSP 615, a 6-credit introductory course 
tailored toward that academic area is required:

G	 In the Master of Business Administration program, 
you are required to take PRO 600 Communicating, 
Problem Solving, and Leading in Professional Fields.

G	 In most cybersecurity programs, you are required to 
take CBR 600 Communicating, Problem Solving, and 
Leading in Cybersecurity.

G	 In the Cyber Operations and Cloud Computing 
Architecture programs, you are required to take  
DCL 600 Decisive Thinking, Communicating, and 
Leading.

Preparatory Courses

As a graduate student, you may find one or more 
graduate noncredit courses helpful to your development 
of deeper subject knowledge. Preparatory courses 
(currently designated UCSP or ASC) are available 
in computer programming, financial accounting, 
information technology, writing, and research methods 
and generally last five to eight weeks. If you have 
been away from university study for a while or lack 
current experience in the area, these courses may 
provide a useful refresher. These courses carry no 
academic risk and are very reasonably priced. Specific 
recommendations are provided under Preparation 
Recommended for Success for each individual program. 

More is expected at the graduate level than what is normally 
required at the undergraduate level. In addition, you usually 
must complete special requirements at the end of your 
graduate program. UMGC’s master’s degree programs require 
you to complete an integrative end-of-program capstone 
course in which you must demonstrate mastery of content 
covered throughout the program. 

As long as you are continuously enrolled, you should refer to 
the catalog of the year in which you began graduate study for 
the specific requirements related to your program of study. 
More information on continuous enrollment is provided on 
the introductory pages for master’s degrees and certificate 
programs.

In all UMGC programs, you must maintain a term and 
cumulative grade point average (GPA) of 3.0 to remain in 
good academic standing; in some, you must also earn a 
grade of B or better in each class to progress to the next 
class. Academic progress is assessed at the end of each 
term. Other requirements—such as time limits for degree 
completion and minimum GPA—also apply; details are 
provided in the introductory pages for master’s degrees  
and certificate programs. 

While UMGC’s course formats offer you considerable 
flexibility, graduate study requires a significant time 
commitment. Most courses involve group projects. Each 
week, you should expect to devote at least 3 hours of outside 
study for every credit in which you are enrolled. For example, 
for a 3-credit course, you would need to devote at least nine 
hours per week to outside study. 

Preparing for Graduate Study
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* Certain project management courses require the use of a computer with a Microsoft Windows operating system.

Although these courses carry no UMGC credit, they are 
graded on an S/U basis (explained on p. 19) and will appear 
on your official academic transcript.

You must be admitted or have an application on file before 
registering for any noncredit courses.

Current information about fees for noncredit courses is 
available at europe.umgc.edu/tuition.

Course Formats
UMGC offers courses online and in a hybrid format that 
combines on-site and online instruction. 

Hybrid classes typically meet on-site at a UMGC location 
for four to six sessions per term; the remainder of the 
teaching and learning in the course occurs in the online 
classroom. The schedule of on-site sessions is provided at 
the beginning of the term. Hybrid courses are identified in 
the most current graduate schedule of classes.

Most UMGC Europe locations offer hybrid and web-
enhanced on-site courses to various locations in a live 
stream format via video-teleconference platforms. These 
live stream courses equate to being on-site, and abide by 
the UMGC and VA residency policies for on-site courses.

Online courses maintain the same academic standards 
as on-site courses. Course content, learning materials, 
requirements, assignments, and class participation are 
comparable for online and on-site courses; for example, 
you need to adhere to a course schedule for assignment 
deadlines.

Another online format is our virtual classes. These classes 
meet on specific days and times much like on-site courses, 
only in a secure virtual classroom. Students and faculty 
interact on a regular schedule and have the opportunity 
to exchange ideas during discussion. Faculty respond to 
student inquiries live in person and assignments can be 
discussed and reviewed. The virtual format has all of the 
advantages of an on-site class but you can attend from 
anywhere in Europe that you are located.

Technical Requirements

You must ensure that you have some type of internet 
access. Barring individual course requirements, this access 
may be through use of a UMGC computer lab; university 
or public library; or other readily available, reliable source 
if you do not have home access. However, such access 
should be regularly available, and you must have a current 
email address; you are responsible for your own internet 
access costs.

Some academic programs may have specific technical 
requirements*, such as requiring you to download and 
install specific computer programs. To determine if such 
requirements apply to your program, you should consult the 
program and course descriptions.

For more information about technical requirements, refer to 
umgc.edu/techreq.

Expectations

Before registering for an online course, you may want to 
consider the following: 

1. You need to be prepared to write extensively, because
nearly all communication is written. You need strong
reading and writing skills in English.

2. You need to be competent in the use of computers and
commonly used software programs.

3. Because the online classroom is asynchronous and
you are expected to be an active participant, you are
encouraged to log in frequently to check what has
transpired in your online classroom.

4. To be successful, you will need disciplined work habits,
effective time management skills, and the ability to work
both alone and collaboratively.
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Eligibility
Active and retired members of the U.S. Armed Forces, 
American employees of the U.S. government, and their 
family members located in a contract country may enroll 
in graduate courses through University of Maryland Global 
Campus Europe if they meet admission requirements.  
U.S. military policy requires a valid identification privilege 
card issued by the military services. Card validation 
is required after completing the online application. All 
eligibility questions should be directed to the Student 
Services Office at the UMGC Europe Headquarters.

Orientation and Getting Started
UMGC program coordinators and academic advisors stand 
ready in military communities to provide on-site and virtual 
assistance with admissions, registration, financial aid, 
advising appointments, and more. Contact information  
for the UMGC location nearest you is available at  
europe.umgc.edu/locations. 

Before the beginning of each session, UMGC holds special 
online and on-site orientations for new and prospective 
students. At on-site and online open house events, you have 
the opportunity to learn about UMGC and its programs, 
student services, academic and career options, and meet 
faculty members and fellow students. When you 
participate in these special events, you may have your 
application fee waived. More information is found at  
europe.umgc.edu/events.

Admission
UMGC’s admission requirements reflect our mission as 
Maryland’s open university.

Admission Requirements
To be considered for admission, you must have graduated 
from a regionally accredited degree-granting university or 
college with a bachelor’s degree (or higher). Graduates from 
other accredited institutions may be considered on a case-
by-case basis. Applicants who are not seeking a degree or 
certificate must meet the same criteria and are limited to 
taking a maximum of 12 credits. 

In addition to the academic criteria listed above, you must 
meet UMGC’s English proficiency requirement, as noted in 
UMGC Policy 170.10 Graduate Admission (available online 
at umgc.edu /policies). Standardized test scores, such 
as the Graduate Record Examination (GRE) or Graduate 
Management Admission Test (GMAT), are not required for 
most programs. 

Some graduate programs recommend or require specific 
preparation; more details are provided under individual 
program descriptions in this catalog and online at  
europe.umgc.edu/graduate.

You must be admitted to the university before you can 
register for classes.

Admission
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Criteria for Program Progression
You must complete each course with a grade of B or better to 
advance to the next course. (The grade of C is not available 
for these courses.) Your course syllabus will explain options 
for and consequences of requesting an Incomplete.

Technology Requirements
The cyber operations program requires that you use a 
computer with the following:

G	 Microphone and speakers or headset with microphone 
or equivalent device(s)

G	 5 GB (gigabytes) of free hard drive space

G	 4 GB RAM or higher

G	 A high-speed internet connection

G	 Computer processor (Intel Pentium 4 or AMD Athlon 64) 
running at speeds of at least 1 GHz

G	 Windows 8.1 or Mac OS X 10.6 or higher for an operating 
system (Linux operating systems can also be used but 
require more technical knowledge from the user.)

Note: The higher the processor speed of your computer (e.g., 2.4–3.4 GHz), 
the larger the amount of available memory (e.g., 4–12 GB), and the larger the 
amount of available hard drive space (e.g., 5–20 GB), the better your computer 
will perform and the smoother your experience will be.

MASTER’S DEGREE PROGRAMS 
CYBER OPERATIONS

MS in Cyber Operations

Credits

Required Foundation Course 6

Required Core Courses 30

Total Credits 36

Required Foundation Course
DCL 600 Decisive Thinking, Communicating, and 

Leading (6)

Required Core Courses
COP 610 Foundations of Cyber Operations (6)

COP 620 Cybersecurity Defense (6)

COP 630 Cyber Law and Digital Forensics (6)

COP 640 Secure Software (6)

COP 670 Capstone in Cyber Offense (6)

Course Sequencing
G	 Courses must be taken in the order listed.

Degree Requirements

Program Calendar
Graduate-level courses in cybersecurity subjects are 
6 credit hours each and are offered in a four-term 
calendar. On-site/hybrid and online classes are  
11 weeks in length. For the annual program calendar, 
see p. 66.

UMGC was named a National Center of Academic Excellence in Cyber Defense Education 
by the National Security Agency and the Department of Homeland Security.
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You may earn a graduate certificate or a Master of Science 
in Cybersecurity Management and Policy. For the graduate 
certificate program, see p. 61.

Master of Science in Cybersecurity 
Management and Policy
The graduate program in cybersecurity management and 
policy can help you gain the tools you need to join the 
management track in cybersecurity, so you can establish, 
implement, and oversee a cybersecurity structure for an 
organization. In this program, you can learn how to create a 
security approach that combines technology, governance, 
and compliance perspectives and gain advanced knowledge 
in organizational structures, communications, operational 
business processes, and the legal framework for 
cybersecurity policy.

What You’ll Learn
Through your coursework, you will learn how to

G	 Understand multinational compliance requirements 
for cybersecurity

G	 Apply risk analysis concepts and models to a variety 
of organizations

G	 Incorporate cybersecurity into numerous 
organizations, including healthcare and financial 
services organizations

G	 Create and establish cybersecurity frameworks in 
both the public and private sectors

G	 Develop complete cybersecurity incident response 
plans

G	 Play the role of a new chief financial officer tasked 
with performing a comprehensive analysis of a new 
S&P 500 company

G	 Present a paper to a chief executive officer

Industry Certification
This program is designed to help prepare you for the 
following certification exams, listed in alphabetical order:

G	 Certified Information Systems Security Professional 
(CISSP)

G	 CompTIA Security+

G	 Project Management Professional (PMP)

Preparation Recommended for Success
Expectations
You are expected to have some background in information 
technology. This background may be acquired through 
noncredit preparatory coursework, listed below.

Recommendations
If you do not have previous coursework or experience in 
programming, you should first enroll in ASC 605, ASC 609, 
and ASC 611 to gain the appropriate foundation. Taking  
ASC 601 is recommended to help improve writing skills.

Vertical Pathway
If you completed your undergraduate degree at UMGC with 
a major in computer networks and cybersecurity, a vertical 
pathway between UMGC’s undergraduate and graduate 
programs in that field allows you to earn 6 credits toward 
the Master of Science in Cybersecurity Management and 
Policy and/or the certificate in Cybersecurity Management 
and Policy. Details are on p. 9.

Cybersecurity Management and Policy
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Criteria for Program Progression
You must complete each course with a grade of B or better to 
advance to the next course. (The grade of C is not available 
for these courses.) Your course syllabus will explain options 
for and consequences of requesting an Incomplete.

Technology Requirements
The cybersecurity management and policy program requires 
that you use a computer with the following:

G	 Microphone and speakers or headset with microphone 
or equivalent device(s)

G	 5 GB (gigabytes) of free hard drive space

G	 4 GB RAM or higher

G	 A high-speed internet connection

G	 Computer processor (Intel Pentium 4 or AMD Athlon 64) 
running at speeds of at least 1 GHz

G	 Windows 8.1 or Mac OS X 10.6 or higher for an operating 
system (Linux operating systems can also be used but 
require more technical knowledge from the user.)

Note: The higher the processor speed of your computer (e.g., 2.4–3.4 GHz), 
the larger the amount of available memory (e.g., 4–12 GB), and the larger the 
amount of available hard drive space (e.g., 5–20 GB), the better your computer 
will perform and the smoother your experience will be. 

MS in Cybersecurity Management 
and Policy

Credits

Required Foundation Course 6

Required Core Courses 30

Total Credits 36

MASTER’S DEGREE PROGRAMS 
CYBERSECURITY MANAGEMENT AND POLICY

Required Foundation Course
CBR 600 Communicating, Problem Solving, and 

Leading in Cybersecurity (6)

Required Core Courses
CMP 610 	 Foundations in Cybersecurity  

Management (6)

CMP 620 	 Cybersecurity Governance (6)

CMP 630 	 Cybersecurity Risk Management and  
Organizational Resilience (6)

CMP 640 	 Cybersecurity Program Development (6)

CYB 670 	 Capstone in Cybersecurity (6)

Course Sequencing
G	 Courses must be taken in the order listed.

Degree Requirements

Program Calendar
Graduate-level courses in cybersecurity subjects are 
6 credit hours each and are offered in a four-term 
calendar. On-site/hybrid and online classes are  
11 weeks in length. For the annual program calendar, 
see p. 66.

UMGC was named a National Center of Academic Excellence in Cyber Defense Education 
by the National Security Agency and the Department of Homeland Security.
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You may earn graduate certificate or a Master of Science 
in Cybersecurity Technology. For the graduate certificate 
program, see p. 62.

Master of Science in  
Cybersecurity Technology
Cybersecurity technology underpins the success of 
organizations and national critical infrastructures. Modern 
executives need to be able to use that technology, as well as 
people and policy, to minimize risks while ensuring success 
for their organizations. They also need to balance risks 
and opportunities holistically through an interdisciplinary 
lens. This innovative graduate program offers that wide 
perspective, providing a blend of people, policy, and 
technology skills to prepare the modern digital strategists 
that organizations need.

What You’ll Learn
Through your coursework, you will learn how to

G	 Tailor digital strategies to the mission of an 
organization

G	 Understand how to balance the use of people, policy, 
and technology

G	 Understand how to analyze, think critically, and 
improve perpetually

G	 Be a cybersecurity technology leader in the modern 
world

G	 Develop a cybersecurity technology strategy for an 
organization

G	 Build cybersecurity technology environments and 
operations

G	 Develop resilient and highly fault-tolerant technology 
environments

G	 Enable organizations to make better business decisions 
through reliable data analytics and intelligence

G	 Perform proactive business risk management and solve 
problems

G	 Develop strategies for mobile, cloud, and emerging 
environments such as the Internet of Things (IoT)

Industry Certification

This program is designed to help prepare you for the 
following certification exams, listed in alphabetical order:

G	 Certified Ethical Hacker (CEH)

G	 Certified Information Systems Security Professional 
(CISSP)

G	 Global Information Assurance Certification (GIAC)

Preparation Recommended for Success
Expectations
You are expected to have a strong understanding of 
information technology, computer networks, databases, 
and the internet. This background may be acquired through 
noncredit preparatory coursework, listed below.

Recommendations
If you do not have the expected IT knowledge or experience, 
you are strongly advised to take the noncredit course  
ASC 605 first. Taking ASC 601 is recommended to help 
improve writing skills.

Vertical Pathway
If you completed your undergraduate degree at UMGC with 
a major in computer networks and cybersecurity, a vertical 
pathway between UMGC’s undergraduate and graduate 
programs in that field allows you to earn 6 credits toward the 
Master of Science in Cybersecurity Technology and/or the 
certificate in Cybersecurity Technology. Details are on p. 9.

Cybersecurity Technology
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Criteria for Program Progression
You must complete each course with a grade of B or better to 
advance to the next course. (The grade of C is not available 
for these courses.) Your course syllabus will explain options 
for and consequences of requesting an Incomplete.

Technology Requirements
The cybersecurity technology program requires that you use 
a computer with the following:

G	 Microphone and speakers or headset with microphone 
or equivalent device(s)

G	 5 GB (gigabytes) of free hard drive space

G	 4 GB RAM or higher

G	 A high-speed internet connection

G	 Computer processor (Intel Pentium 4 or AMD Athlon 64) 
running at speeds of at least 1 GHz

G	 Windows 8.1 or Mac OS X 10.6 or higher for an operating 
system (Linux operating systems can also be used but 
require more technical knowledge from the user.)

Note: The higher the processor speed of your computer (e.g., 2.4–3.4 GHz), 
the larger the amount of available memory (e.g., 4–12 GB), and the larger the 
amount of available hard drive space (e.g., 5–20 GB), the better your computer 
will perform and the smoother your experience will be.

MS in Cybersecurity Technology

Credits

Required Foundation Course 6

Required Core Courses 30

Total Credits 36

MASTER’S DEGREE PROGRAMS 
CYBERSECURITY TECHNOLOGY

Required Foundation Course
CBR 600 Communicating, Problem Solving, and 

Leading in Cybersecurity (6)

Required Core Courses
CST 610 	 Cyberspace and Cybersecurity  

Foundations (6)

CST 620 	 Prevention of Cyber Attack  
Methodologies (6)

CST 630 	 Advanced Cyber Exploitation and  
Mitigation Methodologies (6)

CST 640 	 Digital Forensics Technology and  
Practices (6)

CYB 670 	 Capstone in Cybersecurity (6)

Course Sequencing
G	 Courses must be taken in the order listed.

Degree Requirements

Program Calendar
Graduate-level courses in cybersecurity subjects are 
6 credit hours each and are offered in a four-term 
calendar. On-site/hybrid and online classes are  
11 weeks in length. For the annual program calendar, 
see p. 66.

UMGC was named a National Center of Academic Excellence in Cyber Defense Education 
by the National Security Agency and the Department of Homeland Security.
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You may earn a graduate certificate or a Master of Science 
in Digital Forensics and Cyber Investigation. For the 
graduate certificate program, see p. 62.

Master of Science in Digital Forensics 
and Cyber Investigation
The graduate program in digital forensics and cyber 
investigation is designed to prepare you to meet the 
growing demand for investigative, leadership, and executive 
skills in evaluating and managing complex cybersecurity 
incidents and threats. Learn how to determine whether a 
digital system has been attacked or compromised, and 
master reliable methods to identify, preserve, analyze, and 
present evidence for legal prosecution, administrative 
proceedings, and business purposes. In this program, you 
can develop investigative problem-solving skills, contribute 
to important team deliverables, analyze complex data 
scenarios, examine digital media for evidentiary artifacts, 
and write detailed digital forensic examination reports. 
The applied knowledge and skills you acquire can help 
government, business, and law enforcement organizations 
in detecting data breaches, mitigating cyber attacks, 
identifying responsible parties, and evaluating evidence of 
digital crime.

What You’ll Learn
Through your coursework, you will learn how to

G	 Design procedures at a suspected crime scene to 
ensure that the digital evidence obtained is not 
corrupted

G	 Conduct hands-on forensic searches to identify 
intrusion methods

G	 Employ rigorous procedures to enable forensic results 
that can withstand scrutiny in a court of law

G	 Explain the operation of digital components

G	 Seize, image, deconstruct, and analyze digital media 
for evidence

G	 Prepare professional reports

G	 Present digital forensics results in a court of law as an 
expert witness

Industry Certification
This program is designed to help prepare you for the 
following certification exams, listed in alphabetical order:

G	 AccessData Certified Examiner (ACE)

G	 EC-Council Certified Incident Handler (ECIH)

G	 EnCase Certified Examiner (EnCE)

Preparation Recommended for Success
Expectations
You are expected to have some background in computing 
and programming. This background may be acquired 
through noncredit preparatory coursework, listed below.

Recommendations
If you do not have experience in computing, you are strongly 
advised to take the noncredit course ASC 605. If you have 
not previously taken programming courses, you are strongly 
advised to take ASC 609. Taking ASC 601 is recommended to 
help improve writing skills.

Vertical Pathway
If you completed your undergraduate degree at UMGC with 
a major in computer networks and cybersecurity, a vertical 
pathway between UMGC’s undergraduate and graduate 
programs in that field allows you to earn 6 credits toward 
the Master of Science in Digital Forensics and Cyber 
Investigation and/or the certificate in Digital Forensics and 
Cyber Investigation. Details are on p. 9.

Digital Forensics and Cyber Investigation
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Criteria for Program Progression
You must complete each course with a grade of B or better to 
advance to the next course. (The grade of C is not available 
for these courses.) Your course syllabus will explain options 
for and consequences of requesting an Incomplete.

Technology Requirements
The digital forensics and cyber investigation program 
requires that you use a computer with the following:

G	 Microphone and speakers or headset with microphone 
or equivalent device(s)

G	 5 GB (gigabytes) of free hard drive space

G	 4 GB RAM or higher

G	 A high-speed internet connection

G	 Computer processor (Intel Pentium 4 or AMD Athlon 64) 
running at speeds of at least 1 GHz

G	 Windows 8.1 or Mac OS X 10.6 or higher for an operating 
system (Linux operating systems can also be used but 
require more technical knowledge from the user.)

Note: The higher the processor speed of your computer (e.g., 2.4–3.4 GHz),  
the larger the amount of available memory (e.g., 4–12 GB), and the larger the 
amount of available hard drive space (e.g., 5–20 GB), the better your computer 
will perform and the smoother your experience will be.

Degree Requirements

MS in Digital Forensics and 
Cyber Investigation

Credits

Required Foundation Course 6

Required Core Courses 30

Total Credits 36

MASTER’S DEGREE PROGRAMS 
DIGITAL FORENSICS AND CYBER INVESTIGATION

Required Foundation Course
CBR 600 Communicating, Problem Solving, and 

Leading in Cybersecurity (6)

Required Core Courses
DFC 610 Cyberspace and Cybersecurity 

Foundations (6)

DFC 620 Digital Forensics Technology and 
Practices (6)

DFC 630 Digital Forensic Response and Analysis (6)

DFC 640 Advanced Forensics (6)

CYB 670 Capstone in Cybersecurity (6)

Course Sequencing
G	 Courses must be taken in the order listed.

Program Calendar
Graduate-level courses in cybersecurity subjects are 
6 credit hours each and are offered in a four-term 
calendar. On-site/hybrid and online classes are  
11 weeks in length. For the annual program calendar, 
see p. 66.

UMGC was named a National Center of Academic Excellence in Cyber Defense Education 
by the National Security Agency and the Department of Homeland Security.
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You may earn a Master of Science in Information 
Technology, with a specialization in any one of the 
following areas:

G  Database Systems Technology

G  Homeland Security Management

G  Informatics

G  Information Assurance

G  Project Management

G  Software Engineering

G  Systems Engineering

Graduate certificates are also available in these subject 
areas. For certificate program descriptions, see pp. 59-65.

Information Technology

Program Calendar
Graduate-level courses in information technology 
subjects are 3 credit hours each and are offered in a 
three-term calendar, with five sessions throughout 
the year. On-site/hybrid classes are eight weeks in 
length, and online classes are 12 weeks in length.  
For the annual program calendar, see p. 67.
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MS in Information Technology: Database 
Systems Technology Specialization

Credits

Required Core Courses 12

Required Specialization Courses 24

Total Credits 36

Degree RequirementsMaster of Science in Information 
Technology: Database Systems 
Technology Specialization
A specialization in database systems technology can 
prepare you to meet the demand for data professionals who 
can manage complex databases for large organizations. 
You can develop expertise in relational and distributed 
databases and acquire the newest knowledge in data 
warehousing, mining, modeling, security, and other sought-
after areas of database administration. The program can 
help prepare you for a number of certifications as you work 
on real-world projects in a respected graduate program as 
you build your professional value in this fast-growing field.

For the related graduate certificate program, see p. 62.

What You’ll Learn
Through your coursework, you will learn how to 

G	 Manage, mine, model, and warehouse data

G	 Utilize your database administration and security 
techniques and skills

G	 Use ETL for data warehousing

G	 Complete projects using Microsoft Project and 
Microsoft Visio

G	 Apply your skills in NoSQL, Oracle 12c, SQL, and UNIX 
to the professional environment

Industry Certification

This program is designed to help prepare you for the 
following certification exams, listed in alphabetical order:

G	 ICCP Certified Data Management Professional 
(ICCP CDMP)

G	 Oracle Certified Professional (OCP)

G	 Oracle Database Administration (DBA)

Academic Preparation
If you do not have demonstrated experience or prior 
coursework in software programming, you may be required 
to complete UCSP 635.

Preparation Recommended for Success
Recommendations
Taking UCSP 605 is recommended to help improve 
writing skills.

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Core Courses
ITEC 625 Computer Systems Architecture (3)

ITEC 626 Information Systems Infrastructure (3)

ITEC 630 Information Systems Analysis, Modeling, 
and Design (3)

ITEC 640 Information Technology Project 
Management (3)

Required Specialization Courses
DBST 651 Relational Database Systems (3)

DBST 660 Advanced Data Modeling (3)

DBST 652 	 Advanced Relational/Object-Relational  
Database Systems (3)

DBST 663 	 Distributed Database Management Systems (3)

DBST 665 	 Data Warehouse Technologies (3)

DBST 667 	 Data Mining (3)

DBST 668 	 Database Security (3)

DBST 670 	 Database Systems Administration (3)

Course Sequencing
G	 ITEC 625 and ITEC 626 must be taken as the first two 

courses.

G	 You must complete 6 credits of core coursework before 
beginning specialization coursework.

G	 DBST 651 is prerequisite for all other specialization 
coursework and may not be taken concurrently with 
other specialization coursework.

G	 You must complete all other specialization coursework 
before taking DBST 670.

MASTER’S DEGREE PROGRAMS 
INFORMATION TECHNOLOGY
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Vertical Pathway
If you completed your undergraduate degree at UMGC 
with coursework in homeland security, a vertical pathway 
between UMGC’s undergraduate and graduate programs 
in that field allows you to reduce your total coursework for 
a related graduate degree by up to 6 credits (two courses). 
Details are on p. 9.

Degree Requirements

Master of Science in Information 
Technology: Homeland Security 
Management Specialization
The graduate specialization in homeland security 
management can help prepare you to take a leadership 
role in protecting against natural and human-made threats 
to national security. Gain practical managerial skills in 
performing security risk assessments; planning for and 
managing operational recovery; and developing strategies to 
protect people, facilities, and information-dependent critical 
infrastructure.

For the related graduate certificate program, see p. 63.

What You’ll Learn
Through your coursework, you will learn how to 

G	 Tackle the five mission areas in homeland security as 
defined by the U.S. Department of Homeland Security

G	 Perform risk assessments

G	 Spot ethical and legal issues and navigate the complex 
legal and regulatory environment related to computer 
systems, applications, and networks

G	 Protect telecommunications and information technology 
networks

G	 Analyze infrastructure protection, jurisdiction, and 
issues in technical areas such as interconnectivity and 
interoperability

G	 Plan and prepare for disaster response and recovery

G	 Apply knowledge about energy pipeline security, 
electrical grid security, cyber dependence, and SCADA 
systems, as well as risk methodologies applied to the 
energy industry

G	 Use high-tech management styles, including project 
planning, organizational structure, team building, and 
control mechanisms

G	 Manage each phase of the IT project life cycle, working 
within organizational and cost constraints, setting goals 
linked directly to stakeholder needs, and using proven 
management tools

Preparation Recommended for Success

Recommendations
If you lack a recent background in finance or accounting, 
you should take UCSP 620. If you lack a recent background 
in statistics, you should take UCSP 630. Taking UCSP 605 is 
recommended to help improve writing skills.

MS in Information Technology: Homeland 
Security Management Specialization

Credits

Required Core Courses 15

Required Specialization Courses 21

Total Credits 36

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Core Courses
ITEC 610 Information Technology Foundations (3)

ITEC 625 Computer Systems Architecture (3)

ITEC 626 Information Systems Infrastructure (3)

ITEC 630 Information Systems Analysis, Modeling, 
and Design (3)

ITEC 640 Information Technology Project 
Management (3)

Required Specialization Courses
HSMN 610 Concepts in Homeland Security (3)

HSMN 625 Critical Infrastructures (3)

HSMN 630 Resilience Planning and Preparedness for 
Disaster Response and Recovery (3)

INFA 660 The Law, Regulation, and Ethics of Information 
Assurance (3)

BSBD 641 Biosecurity and Bioterrorism (3)

EMAN 620 Information Technology in Emergency 
Management (3)

HSMN 670 Seminar in Homeland Security (3)

Course Sequencing
G	 ITEC 610 must be taken in the first term of coursework.

G	 HSMN 610 must be taken as one of the first two 
specialization courses.

G	 HSMN 670 must be taken in your last semester.
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MASTER’S DEGREE PROGRAMS 
INFORMATION TECHNOLOGY

Preparation Recommended for Success
Recommendations
Taking UCSP 605 is recommended to help improve writing 
skills.

Degree Requirements

Master of Science in Information 
Technology: Informatics Specialization
The informatics specialization gives you a strong foundation 
in all major categories of IT management, so you can take 
your career in any direction you choose. Develop advanced 
skills in networking, security, software development, 
databases, web design, and IT acquisitions to become a 
valuable asset to any industry.

For the related graduate certificate program, see p. 64.

What You’ll Learn
Through your coursework, you will learn how to 

G	 Design information systems, determine system 
requirements, understand modeling, make decisions, 
and develop and implement proposals

G	 Write system and software requirements, formal 
specification analyses, formal description reasonings, 
models of “standard” paradigms, and translations into 
formal notations

G	 Manage emerging technologies such as cloud computing, 
BYOD, and virtualization

G	 Write successful website development plans

G	 Design for the web using Java and CGI scripts, as well as 
usability best practices

G	 Develop web benchmarks, standards for representing 
common media formats, compression algorithms, file 
format translation tools, and hardware requirements and 
standards

G	 Ensure and manage information security, including risk 
and vulnerability analysis, security planning, and security 
architecture

G	 Apply legal, ethical, and privacy considerations to 
information assurance decisions

G	 Master techniques for relational database design, query 
optimization, concurrency control, recovery, and integrity

G	 Learn various approaches to developing software 
using modern methods, including rapid application 
development and agile development, Scrum, extreme 
programming, Evolutionary Project Management, lean 
software development, test-driven development, feature-
driven development, Crystal solutions, Rational Unified 
Process, and other Unified Process methods

G	 Apply management practices related to the acquisition 
of IT systems, components, and services, including 
enterprise strategic planning, financial planning and 
budgeting, and integration

MS in Information Technology: 
Informatics Specialization

Credits

Required Core Courses 15

Required Specialization Courses 21

Total Credits 36

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Core Courses
ITEC 610 Information Technology Foundations (3)

ITEC 625 Computer Systems Architecture (3)

ITEC 626 Information Systems Infrastructure (3)

ITEC 630 Information Systems Analysis, Modeling, 
and Design (3)

ITEC 640 Information Technology Project 
Management (3)

Required Specialization Courses
SWEN 603 Modern Software Methodologies (3)

DBST 651 Relational Database Systems (3)

SWEN 645 Software Requirements (3)

INFA 610 Foundations of Information Security and 
Assurance (3)

IMAT 637 IT Acquisitions Management (3)

IMAT 639 Internet Multimedia Applications (3)

IMAT 670 Contemporary Topics in Informatics (3)

Course Sequencing
G	 ITEC 610 must be taken in the first term of coursework.

G	 You must complete 6 credits of core coursework before 
taking the first specialization course.

G	 Currently, IMAT 670 is not available during the summer 
term.
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Preparation Recommended for Success
Expectations
You are expected to have some familiarity with Microsoft 
Excel. You are also expected to have some background in 
information technology. This background may be acquired 
through noncredit preparatory coursework, listed below.

Recommendations
If you do not have previous coursework or experience in 
programming, you are strongly advised to first enroll in UCSP 
635 and UCSP 636 to gain the appropriate foundation. Taking 
UCSP 605 is recommended to help improve writing skills.

Degree Requirements

Master of Science in Information 
Technology: Information Assurance 
Specialization
The graduate specialization in information assurance 
provides you with a practical understanding of the principles 
of data protection, cybersecurity, and computer forensics. 
Perfect for midcareer professionals or career changers, the 
information assurance specialization offers sought-after 
skills in network and internet security, intrusion detection 
and prevention, and cryptology, while also strengthening 
your core IT knowledge and project management abilities.

UMGC was named a National Center of Academic 
Excellence in Cyber Defense Education by the National 
Security Agency and the Department of Homeland Security.

For the related graduate certificate program, see p. 64.

What You’ll Learn
Through your coursework, you will learn how to 

G	 Secure information using knowledge of symmetric 
and asymmetric keys, protocols for exchanging 
secure data (including the Data Encryption Standard 
and the Advanced Encryption Standard), and other 
cryptographic methods and cryptanalysis tools

G	 Protect networks using risk analysis, defense models, 
security policy development, authentication and 
authorization controls, firewalls, packet filtering, virtual 
private networks (VPNs), and wireless network security

G	 Respond to attacks with damage assessments, 
data forensics, attack tracing, and system recovery 
processes for continuity of operation

G	 Identify system vulnerabilities and attack patterns and 
solve problems with intrusion detection tactics

G	 Navigate ethics, relevant laws, regulations, policies, and 
standards

G	 Lead successful teams with advanced project 
management skills

Industry Certification

This program is designed to help prepare you for the 
following certification exams, listed in alphabetical order:

G	 CompTIA Security+

G	 (ISC)2 Certified Information Systems Security 
Professional (CISSP)

G	 (ISC)2 Systems Security Certified Practitioner (SSCP)

MS in Information Technology:  
Information Assurance Specialization

Credits

Required Core Courses 15

Required Specialization Courses 21

Total Credits 36

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Core Courses
ITEC 610 Information Technology Foundations (3)

ITEC 625 Computer Systems Architecture (3)

ITEC 626 Information Systems Infrastructure (3)

ITEC 630 Information Systems Analysis, Modeling, 
and Design (3)

ITEC 640 	 Information Technology Project Management (3)

Required Specialization Courses
INFA 610 Foundations of Information Security and 

Assurance (3)

INFA 620 Network and Internet Security (3)

INFA 630 Intrusion Detection and Intrusion Prevention (3)

INFA 640 Cryptology and Data Protection (3)

INFA 650 Computer Forensics (3)

INFA 660 The Law, Regulation, and Ethics of 
Information Assurance (3)

INFA 670 Information Assurance Capstone (3)

Course Sequencing
G	 ITEC 610 must be taken in the first term of coursework.

G	 INFA 610 must be taken as the first specialization course.

G	 You must complete all other specialization coursework 
before taking INFA 670.
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MASTER’S DEGREE PROGRAMS 
INFORMATION TECHNOLOGY

Degree RequirementsMaster of Science in Information 
Technology: Project Management 
Specialization
The project management specialization allows you to gain 
advanced IT management skills while building expertise 
for project management certification. Your specialization 
courses include project risk management, project 
procurement management, and advanced project methods, 
while your core IT courses give you the tools you need to 
take on leadership roles in today’s technology-based work 
environments.

For the related graduate certificate program, see p. 65.

What You’ll Learn
Through your coursework, you will learn how to 

G	 Initiate, plan, track, and close projects

G	 Manage the schedule of a complex project on time and 
within budget, solving conflicts as they arise

G	 Perform quantitative analyses and manage risks 
involved in a complex project

G	 Apply advanced knowledge in computer systems 
architecture

G	 Analyze, design, and implement information systems

G	 Plan projects, build teams, and create and modify 
effective control mechanisms

Industry Certification
This program is designed to help prepare you for the 
following certification exams, listed in alphabetical order:

G	 Certified Associate in Project Management (CAPM)

G	 Project Management Professional (PMP)

Preparation Recommended for Success
Recommendations
Taking UCSP 605 is recommended to help improve writing 
skills.

Academic Relationship
Completing this program earns you the project management 
education hours required to sit for the Project Management 
Professional (PMP) Credential Examination or the Certified 
Associate in Project Management (CAPM) Exam. If you are 
already certified as a Project Management Professional by 
the Project Management Institute and begin study for the 
master’s degree within five years of earning certification, 
you may receive credit for PMAN 634 Foundations of  
Project Management. Academic advisors can provide  
more information.

MS in Information Technology:  
Project Management Specialization

Credits

Required Core Courses 15

Required Specialization Courses 21

Total Credits 36

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Core Courses
ITEC 610 Information Technology Foundations (3)

ITEC 625 Computer Systems Architecture (3)

ITEC 626 Information Systems Infrastructure (3)

ITEC 630 Information Systems Analysis, Modeling, 
and Design (3)

ITEC 640 Information Technology Project 
Management (3)

Required Specialization Courses
PMAN 634 Foundations of Project Management (3)

PMAN 635 Quantitative Methods in Project 
Management (3)

PMAN 637 Project Risk Management (3)

PMAN 638 Project Communication Management (3)

PMAN 639 Project Quality Management (3)

PMAN 641 Project Procurement Management (3)

PMAN 650 Financial and Strategic Management of 
Projects (3)

Course Sequencing
G	 ITEC 610 must be taken in the first term of coursework.

G	 PMAN 634 is prerequisite to all other PMAN courses and 
must be taken as the first specialization course.

G	 ITEC 640 (or an approved course in finance) and 
MGMT 650 (or an approved course in statistics) must 
be taken before PMAN 635.

G	 PMAN 635 must be taken before PMAN 637, PMAN 639, 
and PMAN 650.

Program Recognition
UMGC’s master’s degree programs with project management 
specializations are recognized by the Global Accreditation 
Center (GAC) of the Project Management Institute (PMI).
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Degree RequirementsMaster of Science in Information 
Technology: Software Engineering 
Specialization
The software engineering specialization provides software 
developers with advanced software methodology, design, 
and coding techniques. You’ll learn aspect-oriented 
programming, object-oriented programming, and the 
principles and techniques to lead a software development 
team.

In this specialization, you’ll gain hands-on experience 
performing all functions of building software and develop 
job-relevant expertise in implementing large software 
engineering projects within cost and on schedule. The 
software engineering courses include usability engineering, 
software design and implementation, software verification 
and validation, and more.

For the related graduate certificate program, see p. 65.

What You’ll Learn
Through your coursework, you will learn how to 

G	 Write a software requirements document

G	 Design software using UML models

G	 Develop and test software

G	 Apply advanced knowledge in computer systems 
architecture

G	 Manage the schedule of a complex project on time and 
within budget, solving conflicts as they arise

G	 Analyze, design, and implement information systems

G	 Plan projects, build teams, and create and modify 
effective control mechanisms

Preparation Recommended for Success
Expectations
Ideally, you should have a degree and/or professional 
experience in software development and programming 
languages. This background may be acquired through 
noncredit preparatory coursework, listed below.

Recommendations
If you have not had any recent programming coursework 
or have experience in old programming languages such as 
COBOL or RPG, you are strongly encouraged to take  
UCSP 635 and UCSP 636 before taking any SWEN courses. 
Taking UCSP 605 is recommended to help improve writing 
skills.

MS in Information Technology:  
Software Engineering Specialization

Credits

Required Core Courses 9

Required Specialization Courses 27

Total Credits 36

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Core Courses
ITEC 625 Computer Systems Architecture (3)

ITEC 630	 Information Systems Analysis, Modeling, 
and Design (3)

ITEC 640 Information Technology Project 
Management (3)

Required Specialization Courses
SWEN 603 Modern Software Methodologies (3)

DBST 651 Relational Database Systems (3)

SWEN 646 Software Design and Implementation (3)

SWEN 656 Advanced Software Design and 
Implementation (3)

SWEN 645 Software Requirements (3)

SWEN 647 Software Verification and Validation (3)

SWEN 651 Usability Engineering (3)

SWEN 661 User Interface Implementation (3)

SWEN 670 Software Engineering Project (3)

Course Sequencing

G	 SWEN 670 must be taken in the last term of enrollment.
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MASTER’S DEGREE PROGRAMS 
INFORMATION TECHNOLOGY

Degree RequirementsMaster of Science in Information 
Technology: Systems Engineering 
Specialization
The systems engineering specialization can help you apply 
traditional and modern life-cycle models, techniques, 
and tools in the specification, design, development, and 
deployment of complex systems. The specialization is 
designed for midcareer professionals with a technical 
background who are seeking to enhance their skills in 
systems engineering theory and practice.

You’ll study a variety of cases across different application 
domains to learn the wide scope of systems concepts. 
Courses include requirements engineering, system design 
and development, model-based systems engineering, 
system integration and testing, system engineering 
management, and more.

For the related graduate certificate program, see p. 65.

What You’ll Learn
Through your coursework, you will learn how to 

G	 Organize and manage a systems engineering team

G	 Apply a wide variety of domestic and international 
standards to systems engineering practice

G	 Use various computer-aided design and testing tools

Industry Certification

This program is designed to help prepare you for the 
International Council on Systems Engineering (INCOSE) 
certification exams.

Preparation Recommended for Success
Expectations
Ideally, you should have a degree and/or professional 
experience in a technical discipline such as engineering 
or computer science.

Recommendations
Taking UCSP 605 is recommended to help improve writing 
skills.

MS in Information Technology:  
Systems Engineering Specialization

Credits

Required Core Courses 12

Required Specialization Courses 24

Total Credits 36

Initial Requirement
(to be taken within the first 6 credits of study)

UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Core Courses
ITEC 610	  Information Technology Foundations (3) 

ITEC 625 Computer Systems Architecture (3)

ITEC 626 Information Systems Infrastructure (3)

ITEC 630 Information Systems Analysis, Modeling, 
and Design (3)

Required Specialization Courses
SYSE 610 Systems Engineering Overview (3)

SYSE 620 Requirements Engineering (3)

SYSE 625 Model-Based Systems Engineering (3)

SYSE 630 System Design and Development (3)

SYSE 640 System Integration and Test (3)

SYSE 650 Design Considerations (3)

SYSE 660 Systems Engineering Management (3)

SYSE 670 Systems Engineering Capstone (3)

Course Sequencing

G	 ITEC 610 must be taken in the first term of coursework.

G	 You must complete 6 credits of core coursework before 
beginning specialization coursework.

G	 Specialization courses must be taken in the order listed.

G	 You must take SYSE 670 in your final term.

TA
BL

E 
OF

 C
ON

TE
NT

S
IN

DE
X



    GRADUATE CATALOG   |   2020-202152

Preparation Recommended for Success
Recommendations
If you lack a recent background in finance or accounting, 
you should take UCSP 620 before MGMT 640. If you lack a 
recent background in statistics, you should take UCSP 630 
before MGMT 650. Taking UCSP 605 is recommended to 
help improve writing skills.

Vertical Pathway
If you completed your undergraduate degree at UMGC with 
coursework in criminal justice, a vertical pathway between 
UMGC undergraduate and graduate programs in that field 
allows you to reduce your total coursework for the related 
graduate degree by up to 6 credits (two courses). Details  
are on p. 9.

MS in Management: Criminal Justice 
Management Specialization

Credits

Required Core Courses 12

Required Specialization Courses 21

Required Capstone Course 3

Total Credits 36

You may earn a Master of Science in Management, with a 
specialization in one of the following areas:

G  Criminal Justice Management

G  Homeland Security Management

For the related graduate certificate program, see p. 63.

Management

Master of Science in Management: 
Criminal Justice Management 
Specialization
In the criminal justice management specialization, 
you’ll obtain advanced knowledge of crime prevention, 
law enforcement, investigative forensics, and crisis 
management—as well as strong skills in business 
management. This specialization can help you learn to 
effectively manage large teams, departments, and  
bureaus across the criminal justice profession.

What You’ll Learn
Through your coursework, you will learn how to 

G	 Design criminal justice programs

G	 Analyze threats and assess risks

G	 Conduct vulnerability studies

G	 Apply legal knowledge to criminal justice management

G	 Lead and manage organizations

G	 Communicate, report, and write professionally and 
effectively

Program Calendar
Graduate-level courses in management subjects are 
generally 3 credit hours each and are offered in a 
three-term calendar with five sessions throughout 
the year. On-site/hybrid classes are eight weeks in 
length and online classes are 12 weeks in length.  
For the annual program calendar, see p. 67.
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Master of Science in Management: 
Homeland Security Management 
Specialization
The specialization in homeland security management helps 
prepare you to take a leadership role in protecting against 
natural and human-made threats to U.S. security. You can 
gain practical managerial skills experience in performing 
security risk assessments; planning for and managing 
operational recovery; and developing strategies to protect 
people, facilities, and critical infrastructure.

For the related graduate certificate program, see p. 63.

What You’ll Learn
Through your coursework, you will learn how to 

G	 Tackle the five mission areas in homeland security as 
defined by the Department of Homeland Security

G	 Perform risk assessments

G	 Conduct resilience planning and preparedness for 
disaster response and recovery

G	 Apply risk methodologies to critical infrastructure 
sectors, including the energy industry

G	 Make decisions using statistics and financial 
information

G	 Use organizational theory, effectiveness measurement, 
and systems thinking

G	 Manage intercultural environments

Preparation Recommended for Success
Recommendations
If you lack a recent background in finance or accounting, 
you should take UCSP 620 before MGMT 640. If you lack a 
recent background in statistics, you should take UCSP 630 
before MGMT 650. Taking UCSP 605 is recommended to 
improve writing skills.

Vertical Pathway
If you completed your undergraduate degree at UMGC 
with coursework in homeland security, a vertical pathway 
between UMGC’s undergraduate and graduate programs 
in that field allows you to reduce your total coursework for 
a related graduate degree by up to 6 credits (two courses). 
Details are on p. 9.

Degree Requirements

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 	 Orientation to Graduate Studies at UMGC (0)

Required Core Courses
MGMT 630 	 Organizational Theory and Behavior (6)

MGMT 640 	 Financial Decision Making for Managers (3)

MGMT 650 	 Statistics for Managerial Decision Making (3)

Required Specialization Courses
CJMS 600 Critical Analysis of the Criminal Justice 

System (3)

CJMS 610 Perspectives in Law Enforcement 
Management (3)

CJMS 620	 Issues in Correctional Administration (3)

CJMS 630 Seminar in Security Management (3)

CJMS 640 Criminal Justice Intelligence Systems and 
Approaches (3)

CJMS 650 Legal Aspects Within the Criminal Justice 
System (3)

CJMS 660 Issues in Criminal Justice Leadership (3)

Required Capstone Course
MGMT 670 	 Strategic Management Capstone (3)

Alternate Courses

MGMT 610 Organizational Theory (3) and MGMT 615 
Intercultural Communication and Leadership (3) may be 
taken instead of MGMT 630.

Course Sequencing
G	 MGMT 630 (or MGMT 610) must be taken within the 

first 6 credits.

G	 MGMT 640 should not be attempted simultaneously 
with MGMT 650.

G	 Specialization courses should be taken in the order 
listed.

G	 CJMS 600 must be taken as the first specialization 
course.

G	 CJMS 660 must be taken after all specialization and 
core courses (except MGMT 670).

G	 You must complete 24 credits of program coursework, 
including all core courses, before enrolling in MGMT 670.

MASTER’S DEGREE PROGRAMS 
MANAGEMENT
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Degree Requirements

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 	 Orientation to Graduate Studies at UMGC (0)

Required Core Courses
MGMT 630 	 Organizational Theory and Behavior (6)

MGMT 640 	 Financial Decision Making for Managers (3)

MGMT 650 	 Statistics for Managerial Decision Making (3)

Required Specialization Courses
HSMN 610 Concepts in Homeland Security (3)

HSMN 625 Critical Infrastructures (3)

HSMN 630 Resilience Planning and Preparedness for 
Disaster Response and Recovery (3)

INFA 660 The Law, Regulation, and Ethics of Information  
Assurance (3)

BSBD 641 Biosecurity and Bioterrorism (3)

EMAN 620 Information Technology in Emergency 
Management (3)

HSMN 670 Seminar in Homeland Security (3)

Required Capstone Course
MGMT 670 Strategic Management Capstone (3)

Alternate Courses

MGMT 610 Organizational Theory (3) and MGMT 615 
Intercultural Communication and Leadership (3) may be 
taken instead of MGMT 630.

Course Sequencing
G	 MGMT 630 (or MGMT 610) must be taken within the first 

6 credits.

G	 MGMT 640 should not be attempted simultaneously with 
MGMT 650.

G	 HSMN 610 must be taken as one of the first two 
specialization courses.

G	 HSMN 670 must be taken in your last semester.

G	 You must complete 24 credits of program coursework, 
including all core courses, before enrolling in MGMT 670.

MS in Management: Homeland Security 
Management Specialization

Credits

Required Core Courses 12

Required Specialization Courses 21

Required Capstone Course 3

Total Credits 36
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MASTER’S DEGREE PROGRAMS 
SOCIAL WORK

Social Work (Partnership Program with Salisbury University)

You may earn a Master of Social Work (MSW).

Master of Social Work
Prepare yourself for professional social work in your 
community, as you learn the benefits of empowering 
individuals and affecting social change.

The Master of Social Work (MSW) prepares social work 
practitioners for advanced, direct practice with individuals, 
families, groups, and organizations. The program is 
designed to help you achieve your maximum potential with 
a dynamic curriculum of generalist and specialized courses. 
Offered by Salisbury University and administered by UMGC 
Europe, the Master of Social Work program is accredited by 
the Council on Social Work Education. 

The goal of this comprehensive program is to provide you 
with the knowledge, skill-sets, and values necessary to 
propel you into the private or public sectors of social  
work. Through a combination of hands-on practice in  
the community and theoretical study in the classroom,  
you will gain the knowledge required to enter the social  
work field. 

What You’ll Learn
The program is designed to help prepare you to

G	 Operate as an ethical, competent, and culturally 
responsive social work practitioner

G	 Utilize skills in a plethora of human service arenas 
working with individuals, families, groups, organizations, 
and communities

G	 Participate in community engagement in 
the pursuit of social and economic justice

Career Preparation
This program is designed to help prepare you for work in 
a variety of human service programs and agencies in a 
clinical and/or supervisory administrative capacity.

Program Calendar
Master of Social Work courses are offered in five 
sessions throughout the year. The sessions are 
usually seven weeks in length. For the annual 
program calendar, see p. 68.
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Program Overview
The degree program requires 62 credit hours, with  
48 credits of classroom work and 14 credits of supervised 
field practicum. The regular program length for full time 
students is generally 12 sessions. Recent graduates of an 
accredited bachelor’s social work program may be eligible 
to apply to our advanced standing program, which requires 
32 credits and typically takes six sessions.

FIELD EDUCATION

The program requires field practicum study, where  
you will engage in supervised social work practice in a  
hands-on setting with an organization in the community. 
Field education is an integral component of the social 
work curriculum, and the focus is to take learning outside 
the classroom setting and provide valuable experience. In 
these courses, you will actively participate in your learning 
through real-world supervised social work practice at a 
human service agency in your local military community. 
UMGC Europe will assist with the placement process in 
institutions such as schools, social service agencies, day 
care centers, medical facilities, etc., but field placement is 
ultimately the responsibility of the student.

Program Admission
Students seeking admission to the MSW program must 
demonstrate that they

1. Hold a bachelor’s degree from a regionally accredited
college or university.

2. Have completed a broad liberal arts background with
a minimum of 24 credit hours, including at least one
course each in sociology, psychology, and statistics.
These undergraduate requirements may be taken at any
accredited college or university, including community
colleges. All prerequisites for admission must be
completed prior to admission, except statistics, which
must be completed by the end of the first semester in
the program. All offers of admission are conditional
upon the successful completion of the undergraduate
coursework.

3. Have earned a minimum of a 3.0 grade point average
on the last 120 graded credits that appear on their
bachelor’s degree transcript, as well as a 3.0 grade point
average on the last 60 graded upper-division credits.

4. Have submitted transcripts of any completed
graduate courses.

5. Submit three professional letters of recommendation,
usually from persons such as professors, employers,
supervisors, professional colleagues, and community
associates. Applicants who have been employed in a
social service agency should request a recommendation
from a recent employer or supervisor. Also, applicants
should provide a recommendation from a faculty advisor
or instructor.

ADVANCED STANDING
If you have completed a bachelor’s degree in social work 
from an accredited undergraduate social work program, you 
may be eligible for the MSW advanced standing program. 
Advanced standing is a 32 credit program, rather than a  
62 credit program. 

Applicants for advanced standing must meet additional 
requirements, including having graduated from an 
undergraduate social work program accredited by the 
Council on Social Work Education within the last three years. 
However, applicants with two years of human service work 
who graduated within the last five years with a Bachelor of 
Arts in Social Work degree will be considered. Applicants 
for advanced standing must have earned a minimum 3.0 
grade point average on the last 120 credits that appear on 
their bachelor’s degree transcript, as well as a 3.2 on the last 
60 graded upper-division credits (including all social work 
courses). Students without an accredited undergraduate 
degree in social work are admitted to the regular 62 credit 
program that may be completed in 12 sessions.

When applying for advanced standing, you must submit 
the following material in addition to the usual application 
requirements:

1. Transcripts documenting eligibility for advanced
standing.

2. Recommendation from the field liaison and field
instructor.

3. A detailed evaluation of your field instruction experience
and performance by the agency supervisor or an
evaluation of your employment performance. You may
submit evaluations of field performance conducted at
the end of each undergraduate term.
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PROVISIONAL ADMISSION

Provisional admission to the MSW program may be granted 
if you have a GPA of 2.5 to 2.99 (2.8 to 2.99 for advanced 
standing applicants) on the last 120 graded credits that 
appear on your bachelor’s degree transcript and have 
an otherwise strong application. Provisionally admitted 
applicants must complete one semester of graduate 
courses (at least two courses) with a GPA of 3.0.

TRANSFER APPLICANTS 
Under certain circumstances, you may receive a maximum 
of 29 credits for work completed not more than five years 
prior to your first registration from a CSWE-accredited 
graduate school of social work and for which a grade of at 
least a B was received. No course, including any transfer 
course, may be counted toward a degree if it was completed 
more than seven full calendar years prior to the date of 
graduation.

You must complete a minimum of 32 credits in the Salisbury 
University Department of Social Work to be eligible for the 
MSW.

If you are currently or were previously enrolled in another 
accredited master’s level social work degree program 
and are seeking admission as a transfer student, you are 
required to submit the following additional materials:

1. A brief written statement describing the reasons why
you are requesting a transfer.

2. A copy of practicum/field work evaluations,
if applicable.

3. One of the three letters of recommendation must be
from a faculty member or field supervisor affiliated with
the program.

Students from non-MSW programs may receive a 
maximum of six transfer credits for courses in which 
he/she has earned a grade of B or above. Each course 
will be individually assessed for program equivalency. 
Credits used as part of a previous master’s degree will not 
transfer. Official determination of allowable credit for work 
completed elsewhere will be made at the time of admission.

If you are registered in the program and want to take a  
course at another university and transfer credit toward the 
Salisbury University Department of Social Work MSW  
(i.e., a summer course), you must receive approval from the 
chair of the Department of Social Work.

PROGRESSION REQUIREMENTS
Students in the MSW program may graduate with no more 
than 6 credits (typically two courses) in which they earn 
lower than a B or 3 credits for advanced standing students. 
Students in the 62-credit MSW program are allowed to 
repeat two courses one time during the program to improve 
their grade. Students who have begun the concentration 
curriculum may not repeat a foundation course. Advanced 
standing students may repeat one course one time. 
Students who have exceeded the allowed credits earned 
with a C and who have utilized the course repeat option will 
be dismissed from the program regardless of their GPA. 
Students who receive a grade below a C and have utilized 
the course repeat option will also be dismissed from the 
program regardless of their GPA.

In addition, students in the MSW program must maintain a 
cumulative grade point average of 3.0. If the GPA falls below 
3.0, the student is placed on academic probation according 
to university policy. 

LIFE EXPERIENCE STATEMENT
No credit will be given for work or life experience.

PENDING LEGAL ACTION AND CONVICTION STATEMENT
If you indicate on the application that you have pending 
legal action or convictions, you will be asked to supply 
documentation on the nature of the offense and the 
disposition. Individuals admitted to the program who 
are facing pending legal action or convictions may 
have restrictions placed on the area of study and field 
placements they may pursue. In addition, some field 
placement agencies require a criminal background check.

SUBMISSION OF DOCUMENTATION

All documentation (e.g., official transcripts, 
recommendation letters, etc.) should be sent to

Salisbury University 
Office of Graduate Studies and Research 
1101 Camden Avenue 
Salisbury, MD 21801

MASTER’S DEGREE PROGRAMS 
SOCIAL WORK
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Traditional Program

GENERALIST PRACTICE
SOWK 607 Social Welfare Policy Practice: 

Analyst and Advocate (3)

SOWK 610 Theoretical Analysis of Behavior I (3)

SOWK 616 Social Work Research I (3)

SOWK 617 Social Work Research II (3)

SOWK 620 Social Work Practice I (3)

SOWK 622 Social Work Practice II (3)

SOWK 623 Social Work Practice III (3)

SOWK 630 Theoretical Analysis of Behavior II (3)

SOWK 640 Field Instruction I (3)

SOWK 645 Field Instruction II (3)

SPECIALIZED PRACTICE
SOWK 602 Ethical Foundation of Social Work (3)

SOWK 650 Advanced Practice with Individuals (3)

SOWK 654 Psychopathology (3)

SOWK 655 Evaluation of Social Work Practice (3)

SOWK 660 Advanced Practice with Families (3)

SOWK 663 Supervision and Administration (3)

SOWK 665 Field Instruction III (4)

SOWK 680 Advanced Practice with Groups (3)

SOWK 685 Field Instruction IV (4)

ELECTIVE COURSE
SOWK 653 Substance Abuse Assessment and 

Intervention (3) 
or

SOWK 677 Child Welfare (3)

Total: 62 Credits

Advanced Standing Curriculum

SOWK 602 Ethical Foundation of Social Work (3)

SOWK 650 Advanced Practice with Individuals (3)

SOWK 654 Psychopathology (3)

SOWK 655 Evaluation of Social Work Practice (3)

SOWK 660 Advanced Practice with Families (3)

SOWK 663 Supervision and Administration (3)

SOWK 665 Field Instruction III (4)

SOWK 680 Advanced Practice with Groups (3)

SOWK 685 Field Instruction IV (4)

ELECTIVE COURSE
SOWK 653 Substance Abuse Assessment and 

Intervention (3) 
or

SOWK 677 Child Welfare (3)

Total: 32 Credits

ABOUT OUR PARTNER INSTITUTION SALISBURY UNIVERSITY

Salisbury University, a member of the University System of Maryland, is an accredited university of national 
distinction. Home to more than 8,700 students from across the U.S. and around the world, Salisbury University has 
a reputation for excellence in public higher education. SU continuously ranks among the nation’s top colleges and 
values according to The Princeton Review, U.S. News & World Report, Kiplinger’s, Money, Forbes, and others. 

Located on Maryland’s Eastern Shore, this four-year university has 55 undergraduate and graduate degree 
programs. SU prides itself on being an institution where individual talents are celebrated while big ideas are 
encouraged and nurtured.

salisbury.edu/socialwork
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Graduate Certificate Programs

To help you meet your educational goals, UMGC offers 
certificate programs that respond to current trends in 
today’s demanding job market. Certificate programs offer 
working adults a convenient, flexible way to earn credentials 
for potential career advancement. All are available online.

Graduate certificate programs generally require 15 to  
18 credits. All courses for the certificate programs carry 
college credit and may be applied toward a related degree.

More details about certificate programs are available online 
at europe.umgc.edu/gradcertificates.

Expectations
Within each academic certificate program, UMGC seeks 
to help you gain specific skills needed to advance in your 
career. Most certificates are fully stackable, that is, they 
are part of a master’s degree. However, each certificate 
may also be used as a stand-alone credential capable of 
enhancing your career and giving you an advantage in the 
job market.

Requirements
Continuous Enrollment
In general, the UMGC degree requirements that apply to 
you are those that were in effect when you completed the 
first credit-bearing course in a given program at UMGC. 
If you cease to be continuously enrolled, the program 
requirements that apply to you are those in effect at UMGC 
when you return to UMGC and enroll in a credit-bearing 
course for the program you wish to pursue at that time.

To be considered continuously enrolled, you must have had 
no more than two sequential years of nonenrollment. After 
two years of nonenrollment, you must apply for admission 
to resume enrollment.

If you change your degree program while continuously 
enrolled, then the program requirements that apply to you 
are those in effect at the time you enroll in the first required 
course for that program. Previously completed coursework 
may not apply to the new requirements.

Information about the catalog year that applies to you is 
provided in the MyUMGC student portal.

The individual certificate coursework requirements specified 
in the following section are applicable to students enrolling 
on or after 1 August 2020.

GRADUATE CERTIFICATE PROGRAMS
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Overall Requirements
1. You must be admitted as a UMGC student.

2. You may pursue a degree and certificate
simultaneously or pursue a degree after completing
the certificate.

3. For graduate certificates, no more than 6 credits may
be earned through transfer from other schools.

4. You must satisfy all required prerequisites for
certificate courses. Some prerequisites may need to
be fulfilled before beginning certificate coursework.

5. For graduate certificate programs, you must complete
all required coursework with a minimum grade of B
(3.0) in all courses.

6. Certificate courses may not be taken pass/fail.

7. Graduate students may only complete certificates at
the graduate level.

Time Limits for Graduate Certificates

All requirements established for the completion of a 
graduate certificate listed in this publication must be 
fulfilled within five consecutive years. The time limit 
is calculated from the term in which you successfully 
complete the first credit course that applies to the program. 
It does not include the introductory courses DCL 600 and 
CBR 600 but does include courses transferred from other 
institutions.

Second Certificate
If you have already received a certificate from UMGC, you 
can broaden your education by earning a second certificate 
in a different discipline. The same requirements detailed in 
the previous section apply for all certificates.

If you have earned a certificate from UMGC and want to 
pursue an additional certificate at UMGC at the same level, 
you may not apply coursework twice, i.e., double count, or 
repeat courses to fulfill the requirements of the additional 
credential. On a case-by-case basis, UMGC may consider 
limited substitutions for coursework that is required for 
more than one certificate to allow you to complete a 
second certificate, but if this is not possible, you will need 
to choose an alternate program if you wish to complete 
another credential at UMGC.

Before beginning work toward or registering for a second 
certificate, consult an academic advisor. Advisors will be 
glad to explain the requirements and situations that require 
department approval.

Certificate Programs

The following graduate certificate programs are available:

G	 Cloud Computing and Networking

G	 Cyber Operations

G	 Cybersecurity Management and Policy

G	 Cybersecurity Technology *
G	 Database Systems Technology *
G	 Digital Forensics and Cyber Investigation

G	 Foundations of Information Technology *
G	 Homeland Security Management *
G	 Informatics *
G	 Information Assurance *
G	 Project Management *
G	 Software Engineering *
G	 Systems Engineering *

Program Calendars
Graduate-level courses in cybersecurity subjects 
are 6 credit hours each and are offered in a four-
term calendar. On-site/hybrid and online classes 
are 11 weeks in length.

Graduate-level courses in information technology 
and management subjects are 3 credit hours  
each and are offered in a three-term calendar,  
with five sessions throughout the year. On-site/
hybrid classes are eight weeks in length and  
online classes are 12 weeks in length. 

For the annual program calendars, see pp. 66-67.

Army Credentialing Assistance (CA)
UMGC Europe offers several options eligible for Army 
credentialing assistance (CA) funding, indicated on the 
following pages. 

We strongly recommend you check with the credentialing 
institution for the complete requirements of the desired 
credential.

Additional undergraduate certificates and courses are 
also approved for CA funding. Consult the UMGC Europe 
Undergraduate Catalog for details.

Contact an academic advisor for more information.

* Certificate program approved for Army CA (credentialing assistance) funding.
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Cloud Computing and Networking
In this certificate program, you’ll master the concepts 
underlying cloud computing, cloud services, and cloud 
applications and understand the benefits and risks 
associated with moving to cloud-based services. You’ll  
learn about different cloud development platforms and the 
fundamental processes associated with implementing and 
moving to cloud-based services.

Required Courses
DCL 600 Decisive Thinking, Communicating, 

and Leading (6)

CCA 610 Cloud Services and Technologies (6)

CCA 625 Network Engineering (6)

Total credits for graduate certificate in Cloud Computing 
and Networking: 18

Course Sequencing

All courses must be taken in the order listed. You must 
complete each course with a grade of B or better to advance 
to the next course. The grade of C is not available for these 
courses.

Cyber Operations
In this program, you’ll learn the essential aspects of cyber 
operations and related areas such as risk analysis, cyber 
defense, and cryptography. You’ll also learn how to build 
defense as an integral part of a computing system and how 
to detect and defend against vulnerabilities and intrusions 
on a variety of platforms. 

Required Courses
DCL 600 Decisive Thinking, Communicating, 

and Leading (6)

COP 610 Foundations of Cyber Operations (6)

COP 620 Cybersecurity Defense (6)

Total credits for graduate certificate in Cyber Operations: 18

Course Sequencing
All courses must be taken in the order listed. You must 
complete each course with a grade of B or better to advance 
to the next course. The grade of C is not available for these 
courses.

Cybersecurity Management and 
Policy
In this certificate program, you’ll examine governmental 
and organizational responses to cybersecurity threats. 
You’ll assess technical and organizational controls that can 
prevent and detect cyber intrusions and create and assess 
policies and procedures to restore operations after a cyber 
attack. You’ll explore the legal foundations of cybersecurity 
as well as the roles of government, international, and 
private organizations. The program also provides you with 
a broad analytical framework for evaluating and solving 
cybersecurity problems. The curriculum features emerging 
topics in the field and was developed with the help of an 
advisory board of senior security executives, so what you’re 
learning is on the cutting edge of cybersecurity.

Required Courses
CBR 600 Communicating, Problem Solving, and 

Leading in Cybersecurity (6)

CMP 610 Foundations in Cybersecurity Management (6)

CMP 620 Cybersecurity Governance (6)

Total credits for graduate certificate in Cybersecurity 
Management and Policy: 18

Course Sequencing
All courses must be taken in the order listed. You must 
complete each course with a grade of B or better to advance 
to the next course. The grade of C is not available for these 
courses.

GRADUATE CERTIFICATE PROGRAMS

UMGC was named a National Center of Academic Excellence in Cyber Defense Education 
by the National Security Agency and the Department of Homeland Security.

* Certificate program approved for Army CA (credentialing assistance) funding.
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Cybersecurity Technology *
The graduate certificate program in cybersecurity technology 
provides you with the most current knowledge and skills for 
protecting critical cyber infrastructure and assets. In this 
program, you’ll learn concepts, real-world applications, and 
practical skills you can apply on the job. The curriculum 
features emerging topics in the field and was developed with 
the help of an advisory board of senior security executives, so 
what you’re learning is on the cutting edge of cybersecurity.

Required Courses
CBR 600 Communicating, Problem Solving, and 

Leading in Cybersecurity (6)

CST 610 Cyberspace and Cybersecurity Foundations (6)

CST 620 Prevention of Cyber Attack Methodologies (6)

Total credits for graduate certificate in Cybersecurity 
Technology: 18

Course Sequencing
All courses must be taken in the order listed. You must 
complete each course with a grade of B or better to advance 
to the next course. The grade of C is not available for these 
courses.

Database Systems Technology *
In this program, prepare to meet the demand for data 
professionals who can manage complex databases for large 
organizations. You’ll develop expertise in relational and 
distributed databases and acquire the newest knowledge 
in data warehousing, mining, modeling, security, and other 
sought-after areas of database administration.

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Courses
DBST 651 Relational Database Systems (3)

DBST 652 Advanced Relational/Object-Relational 
Database Systems (3)

DBST 663 Distributed Database Management Systems (3)

DBST 665 Data Warehouse Technologies (3)

DBST 670 Database Systems Administration (3)

Total credits for graduate certificate in Database Systems 
Technology: 15

Digital Forensics and Cyber Investigation
In this certificate program, you’ll examine the foundations 
of digital forensics and become familiar with industry-
standard tools and procedures that are used in conducting 
forensics investigations related to cybersecurity. Through 
this program, you’ll learn how to secure and validate digital 
evidence, recover and analyze digital artifacts, and report 
and present findings in legal settings.

Required Courses
CBR 600 Communicating, Problem Solving, and 

Leading in Cybersecurity (6)

DFC 610 Cyberspace and Cybersecurity Foundations (6)

DFC 620 Digital Forensics Technology and Practices (6)

Total credits for graduate certificate in Digital Forensics and 
Cyber Investigation: 18

Course Sequencing
All courses must be taken in the order listed. You must 
complete each course with a grade of B or better to advance 
to the next course. The grade of C is not available for these 
courses.

UMGC was named a National Center of Academic Excellence in Cyber Defense Education 
by the National Security Agency and the Department of Homeland Security.
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Foundations of Information Technology *
The certificate program provides a general technical 
understanding of current and emerging technologies in 
the field. You’ll gain familiarity with project and systems 
engineering concepts and a solid foundation in the 
economics of information technology. This certificate is 
ideal for professionals in fields other than IT who want to 
extend their expertise into the IT environment, as well as 
for IT professionals who want to expand their theoretical 
knowledge.

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Courses
ITEC 610 Information Technology Foundations (3)

ITEC 625 Computer Systems Architecture (3)

ITEC 626	 Information Systems Infrastructure (3)

ITEC 630 Information Systems Analysis, Modeling, 
and Design (3)

ITEC 640 Information Technology Project Management (3)

Total credits for graduate certificate in Foundations of 
Information Technology: 15

Homeland Security Management *
In the graduate certificate program in homeland security 
management, you’ll gain practical experience in performing 
security risk assessments, planning for and managing 
operational recovery, and developing strategies to protect 
people, facilities, and critical infrastructure.

Your coursework for the graduate certificate in homeland 
security management covers issues in emergency 
management, cybersecurity, bioterrorism, and energy 
security, as well as business management. You’ll use real 
data from real crises in assignments and projects and 
practice making executive-level decisions.

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Courses
HSMN 610 Concepts in Homeland Security (3)

HSMN 625 Critical Infrastructures (3)

HSMN 630 Resilience Planning and Preparedness for 
Disaster Response and Recovery (3)

INFA 660 The Law, Regulation, and Ethics of 
Information Assurance (3)

EMAN 620 Information Technology in Emergency 
Management (3)

Total credits for graduate certificate in Homeland Security 
Management: 15

Course Sequencing
HSMN 610 must be taken as one of the first two 
credit-bearing courses in the program.

GRADUATE CERTIFICATE PROGRAMS

* Certificate program approved for Army CA (credentialing assistance) funding.
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Informatics *
This certificate program will help you strengthen your 
technical skills as you learn the business of IT with a focus 
in informatics that can help advance your career. You will 
gain a foundation in major categories of IT management, 
plus develop skills in networking, security, software 
development, and IT acquisitions. 

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Courses
ITEC 610 Information Technology Foundations (3)

ITEC 626 Information Systems Infrastructure (3)

DBST 651	 Relational Database Systems (3)

INFA 610 Foundations of Information Security and 
Assurance (3)

IMAT 637	 IT Acquisitions Management (3)

Total credits for graduate certificate in Informatics: 15

Course Sequencing
ITEC 610 must be taken as the first credit-bearing course in 
the program.

Information Assurance *
You can gain a practical understanding of the principles 
of data protection, cybersecurity, and computer forensics 
with a graduate certificate in information assurance. 
We’ve developed the information assurance curriculum 
in conjunction with top employers, meaning you’ll gain 
real-world experience through interactions with actual 
organizations and learn job-relevant skills from case studies 
of real information assurance crises. Your courses feature 
topics in network and internet security, intrusion detection 
and protection, cryptology and data protection, and 
computer forensics.

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Courses
INFA 610 Foundations of Information Security and 

Assurance (3)

INFA 620 Network and Internet Security (3)

INFA 630 Intrusion Detection and Intrusion 
Prevention (3)

INFA 640 Cryptology and Data Protection (3)

INFA 650 Computer Forensics (3)

Total credits for graduate certificate in Information 
Assurance: 15

Course Sequencing
INFA 610 must be taken as one of the first two 
credit-bearing courses in the program.

UMGC was named a National Center of Academic Excellence in Cyber Defense Education 
by the National Security Agency and the Department of Homeland Security.
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Project Management *
This certificate program allows you to develop advanced 
business management skills while building expertise for 
professional certification in project management. The 
curriculum is aligned with certifications from the Project 
Management Institute. Your courses will give you the tools 
you need to take on leadership roles in today’s workplace. 
You’ll also learn relevant skills you can apply on the job 
immediately.

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Courses
PMAN 634 Foundations of Project Management (3)

PMAN 635 Quantitative Methods in Project 
Management (3)

PMAN 637 Project Risk Management (3)

PMAN 638 Project Communication Management (3)

PMAN 639 Project Quality Management (3)

Total credits for graduate certificate in Project 
Management: 15

Course Sequencing
G	 PMAN 634 is prerequisite to all other PMAN courses 

and must be taken as the first certificate course.

G	 MGMT 640 or ITEC 640 (or an approved course in 
finance) and MGMT 650 (or an approved course in 
statistics) must be taken before PMAN 635.

G	 PMAN 635 must be taken before PMAN 637 and 
PMAN 639.

Software Engineering *
The graduate certificate program in software engineering 
provides software developers with advanced software 
methodology, design, and coding techniques. You’ll 
learn aspect-oriented programming, object-oriented 
programming, and the principles and techniques to lead  
a software development team. 

Gain hands-on experience performing all functions of 
building software and develop job-relevant expertise in 
implementing large software engineering projects within 
cost and on schedule.

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Courses
SWEN 603 Modern Software Methodologies (3)

SWEN 645 Software Requirements (3)

SWEN 646 Software Design and Implementation (3)

SWEN 647 Software Verification and Validation (3)

SWEN 651 Usability Engineering (3)

Total credits for graduate certificate in Software 
Engineering: 15

Systems Engineering *
The graduate certificate in systems engineering provides 
you with the ability to understand the specification, design, 
development, and deployment of complex systems. This 
program is designed for mid-career professionals with a 
technical background who wish to enhance their skills in 
systems engineering theory and practice.

Initial Requirement
(to be taken within the first 6 credits of study)
UCSP 615 Orientation to Graduate Studies at UMGC (0)

Required Courses
SYSE 610 Systems Engineering Overview (3)

SYSE 620 Requirements Engineering (3)

SYSE 630 System Design and Development (3)

SYSE 640 System Integration and Test (3)

SYSE 660 Systems Engineering Management (3)

Total credits for graduate certificate in Systems 
Engineering: 15

GRADUATE CERTIFICATE PROGRAMS

* Certificate program approved for Army CA (credentialing assistance) funding.
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Four-Term Calendar
This calendar applies to the following master’s 
degree programs:

G	 Business Administration

G	 Cloud Computing Architecture

G	 Cyber Operations

G	 Cybersecurity Management and Policy 

G	 Cybersecurity Technology

G	 Digital Forensics and Cyber Investigation

This calendar applies to the following graduate 
certificate programs:

G	 Cloud Computing and Networking

G	 Cyber Operations

G	 Cybersecurity Management and Policy 

G	 Cybersecurity Technology

G	 Digital Forensics and Cyber Investigation

Program Calendars

OCTOBER 2020
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On-Site / Hybrid & Online Classes (11 weeks)

FALL 2020 7 October - 22 December 2020

Register by 6 October 2020

WINTER 2021 13 January - 30 March 2021

Register by 12 January 2021

SPRING 2021 14 April - 29 June 2021

Register by 13 April 2021

SUMMER 2021 14 July - 28 September 2021

Register by 13 July 2021
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Three-Term Calendar
This calendar applies to the following 
master’s degree programs:

G	 MS in Information Technology 
(all specializations)

G	 MS in Management 
(all specializations)

This calendar applies to the following 
graduate certificate programs:

G	 Foundations of Information 
Technology

G	 Homeland Security Management

G	 Informatics

G	 Information Assurance

G	 Project Management

G	 Software Engineering

G	 Systems Engineering

On-Site / Hybrid Classes (8 weeks) Register by

FALL SESSION 1 19 August - 13 October 2020 18 August 2020

FALL SESSION 2 21 October - 15 December 2020 20 October 2020

SPRING SESSION 1 13 January - 9 March 2021 12 January 2021

SPRING SESSION 2 17 March - 11 May 2021 16 March 2021

SUMMER SESSION 1 19 May - 13 July 2021 18 May 2021

Online Classes (12 weeks) Register by

FALL SESSION 1 19 August - 10 November 2020 18 August 2020

FALL SESSION 2 23 September - 15 December 2020 22 September 2020

SPRING SESSION 1 13 January - 6 April 2021 12 January 2021

SPRING SESSION 2 17 February - 11 May 2021 16 February 2021

SUMMER SESSION 1 19 May - 10 August 2021 18 May 2021
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On-Site / Hybrid & Online Classes (7-14 weeks)

FALL SESSION 1 31 August - 19 October 2020

Register by 30 August 2020

FALL SESSION 2 21 October - 11 December 2020

Register by 20 October 2020

FALL FULL SESSION 31 August - 11 December 2020

Register by 30 August 2020

SPRING SESSION 1 25 January - 12 March 2021

Register by 24 January 2021

SPRING SESSION 2 22 March - 7 May 2021

Register by 21 March 2021

SPRING FULL SESSION 25 January - 7 May 2021

Register by 24 January 2021

SUMMER SESSION 2 June - 21 July 2021

Register by 1 June 2021
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Social Work Calendar
This calendar applies to the following master’s 
degree program:

G	 Master of Social Work
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CATALOG CREDITS

POLICY STATEMENT
This publication and its provisions do not constitute, and should not 
be regarded as, a contract between UMGC and any party or parties. 

At the time of publication, reasonable effort was made to ensure the 
factual accuracy of the information. However, this publication is not a 
complete statement of all policies, procedures, rules, regulations, academic 
requirements, and tuition and fees applicable to UMGC, its students, or its 
programs. In addition, changes or additions may be made to the policies, 
procedures, rules, regulations, and academic requirements set out in this 
publication. UMGC reserves the right to make these changes and additions 
to the information in this publication without prior notice. 

This catalog provides the degree requirements and recommended 
curriculum for students who begin continuous study on or after  
1 August 2020. When a curriculum or graduation requirement is changed, 
it is not made retroactive unless the change is to the student’s advantage 
and can be accommodated within the span of years normally required for 
graduation. See additional policies on pp. 93-95. Sources for any claims 
made throughout this catalog may be found on the UMGC website.
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UMGC EUROPE
GRADUATE PROGRAMS  

 europe.umgc.edu

FIND OUT HOW UMGC  
CAN WORK FOR YOU
With UMGC’s wide range of career-specific graduate 
programs, you can develop the momentum you need  
to reach your career goals. UMGC graduate degrees 
and certificate programs are designed so you can 
achieve your true potential and become more  
valuable in the job market. 

WE’RE HERE TO HELP 
UMGC Europe academic advisors and local program 
coordinators are available to answer your questions 
and help you take the next step to achieving your 
educational goals.

G  Master of Business Administration (MBA)

G  Master of Science in Cloud Computing Architecture (MS) 

G  Master of Science in Cyber Operations (MS) 

G  Master of Science in Cybersecurity Management  
      and Policy (MS) 

G  Master of Science in Cybersecurity Technology (MS) 

G  Master of Science in Digital Forensics and  
      Cyber Investigation (MS)

G  Master of Science in Information Technology (MS)

    Specializations: 

    Database Systems Technology  
    Homeland Security Management 
    Informatics 
    Information Assurance 
    Project Management  
    Software Engineering 
    Systems Engineering

G  Master of Science in Management (MS)

    Specializations: 

    Criminal Justice Management 

    Homeland Security Management

// PARTNERSHIP PROGRAM 
       (62 CREDITS)

G  Master of Social Work (MSW)
     Offered by partner institution Salisbury University 

// MASTER’S DEGREES 
       (36 CREDITS)

// GRADUATE CERTIFICATES 
       (15-18 CREDITS) 
G  Cloud Computing and Networking 

G  Cyber Operations

G  Cybersecurity Management and Policy 

G  Cybersecurity Technology *

G  Database Systems Technology *

G  Digital Forensics and Cyber Investigation *

G  Foundations of Information Technology *

G  Homeland Security Management *

G  Informatics *

G  Information Assurance *

G  Project Management *

G  Software Engineering *

G  Systems Engineering *

* Approved for Army CA (credentialing assistance) funding.



2020 – 2021  
GRADUATE 

ACADEMIC CALENDAR   

Due to special circumstances  
and based on local command 
guidance, on-site and hybrid  
courses may meet virtually. 

Registration opens  
7-8 weeks prior to the start  
of each session. Apply early  
for military tuition assistance  
(TA) and Army credentialing  
assistance (CA).

For all classes, register by the  
day before the class start date.

MSW classes follow  
different session dates.  
Check inside for program- 
specific calendars.

europe.umgc.edu

// Fall 2020   |   7 October - 22 December 2020  

// Winter 2021   |   13 January - 30 March 2021

// Spring 2021   |   14 April - 29 June 2021

// Summer 2021   |   14 July - 28 September 2021

4-TERM CALENDAR  
MBA & CYBERSECURITY PROGRAMS

// Fall 2020
Session 1	   19 August - 13 October 2020
Session 2	   21 October - 15 December 2020

// Spring 2021
Session 1	 13 January - 9 March 2021
Session 2	   17 March - 11 May 2021

// Summer 2021
Session 1	   19 May - 13 July 2021

3-TERM CALENDAR  
IT & MANAGEMENT PROGRAMS 

// Fall 2020    
Session 1	  19 August - 10 November 2020
Session 2	  23 September - 15 December 2020

// Spring 2021
Session 1	  13 January - 6 April 2021
Session 2	  17 February - 11 May 2021

// Summer 2021
Session 1	  19 May - 10 August 2021

ONLINE CLASSES (12 WEEKS)

ON-SITE/HYBRID & ONLINE CLASSES (11 WEEKS)

ON-SITE/HYBRID CLASSES (8 WEEKS)
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